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Abstract ing a weakness in an application run as root. Consequently,

Existing applications often contain security holes that ardnternet accessible SErvIces offer prime c.)pportunlt'les fgr
not patched until after the system has already been confémote attackers to gain access to applications running with

promised. Even when software updates are applied to advivilege.

dress security issues, they often result in system services Security problems can wreak havoc on an organization’s
being unavailable for some time. To address these systegomputing infrastructure. To prevent this, software ven-
security and availability issues, we have developed peadors frequently release patches that can be applied to ad-
and pods. A pea provides a least privilege environmentress security issues that have been discovered. However,
that can restrict processes to the minimal subset of syssoftware patches need to be applied to be effective. It is
tem resources needed to run. This mechanism enables thet uncommon for systems to continue running unpatched
creation of environments for privileged program executionapplications long after a security exploit has become well-
that can help with intrusion prevention and containmentknown [35]. This is especially true of the growing number
A pod provides a group of processes and associated uses$server appliances intended for very low-maintenance op-
with a consistent, machine-independent virtualized envieration by less skilled users. Furthermore, once a patch has
ronment. Pods are coupled with a novel checkpoint-restateen released, exploits of unpatched applications based on
mechanism which allows processes to be migrated acrossverse engineering the patch now occur as quickly as a
minor operating system kernel versions with different se-month later whereas such exploits took closer to a year just
curity patches. This mechanism allows system administraa couple years ago [23].

tors the flexibility to patch their operating systems immedi-
ately without worrying over potential loss of data or need-
ing to schedule system downtime. We have implementetg

peas and pods in Linux without requiring any applicationcuri,[y hole was discovered in a popular mp3 player [19]

or operating system kernel changgs. Qur measurements Wat could result in arbitrary code being executed if a user
real world desk'Fop and server applications demonstrate th%ﬁayed a maliciously constructed mp3. If the mp3 player
peas and pods Impose litle overhead _and_ enable secure| ere run within a simple sandbox that limited the player to
lation and migration of untrusted applications. one’s collection of mp3s, the damage the malicious code

could accomplish would be severely limited. Over the
1 Introduction years, complex services like Sendmail have similarly been

exploited to allow malicious code to be run within its con-
As software complexity grows and computers becomedext. Since Sendmail runs with privilege, the malicious
more interconnected, the need for effective computer seclwcode also runs with privilege. A sandbox can be used to
rity increases. Complex software often contains programprotect an entire machine from a faulty service, such as
ming errors, some of which may lead to vulnerabilities thatSendmail. However, these services don't run by them-
can be exploited by attackers who gain access to those apelves, but also depend on other aspects of the machine,
plications. Standard security models employed by comsuch as programs a user might want to call from a Proc-
modity operating systems, such as Unix, do not help thisnail script to filter their mail. Consequently, one might end
situation. Because Unix lumps all privileges together asup including the entire machine within the sandbox. Since
root, an application that only periodically needs one priv-common sandboxes simply provides a single namespace,
ilege still needs to run as root, providing it with all privi- they don’t provide good security solutions for the complex
leges. An attacker can thus gain root privileges by exploit-services in use today.

Software updates to existing applications may not ad-
ress security problems that result from users accidentally
ownloading and executing malicious code. Recently a se-



Furthermore, even when software updates are applied toomes back up. This provides fast recovery from system
address security issues, they commonly result in systerdowntime even when other machines are not available to
services being unavailable. Patching an operating systemmigrate application services, as well as providing a general
can result in the entire system having to be down for somesolution that any application can take advantage of.
period of time. If a system administrator chooses to fix an  pea-Pods achieve these goals through three distinguish-
operating system security problem immediately, he risksng characteristics. First, a pod provides a consistent pri-
upsetting his users because of loss of data. Therefore, te virtual namespace that gives all processes within it the
system administrator must schedule downtime in advancgame virtualized view of the system. This virtualized view
and in cooperation with all the users, leaving the computefsplates sandboxed processes from the underlying system
vulnerable until repaired. If the operating system is patcheghy associating virtual identifiers with operating system re-
successfully, the system downtime may be limited to just &ources and only allowing access to resources that are made
few minutes during the reboot. If the patch is not successayailable within the virtualized namespace. This isolation
ful, downtime can extend for many hours while the prOblemmechanism provides a Sirnp|e way to control what Operat-
is diagnosed and a solution is found. For systems that negflg system resources are accessible to a group of processes.
to provide a high degree of availability, downtime due to Similarly, it allows a pod to define a complete set of users
security-related issues is not only inconvenient but COSt'}(Nhich can be distinct from those Supported by the under|y_
as well. While application servers can sometimes mirroling system.
applica.tion state between servers and allow an application Second, a pea provides a least privilege encapsulation
to continue even when one server has to be taken dowilyer \within a pod that can limit certain processes from in-
they only work in specific situations. For instance, a rég-gracting with other processes and accessing file system and
ular user's desktop can not be mirrored between servergieyyork resources. This is effective for preventing com-
Even for applications that can mirror their data, the appli-romised applications from attacking other processes and
cation has to be designed to interface with the mirroringresq rces of the system. We provide intuitive tools to eas-
architecture, resulting in application specific solutions thay, 404 dynamically create Pea-Pods tailored for individual
are difficult to generalize. applications or groups of applications.

We introduce Pea-Pods to provide a solution to these se- Third, Pea-Pod virtualization is integrated with a
curity problems. Pea-Pods provide two key abstractionscheckpoint-restart mechanism that decouples processes
peas (Protection and Encapsulation Abstraction) and podgom dependencies on the underlying system and maintains
(PrOcess Domain). A pod is a lightweight migratable vir- process state semantics to enable processes to be migrated
tual execution environment that looks just like the underly-across different machines. The checkpoint-restart mecha-
ing operating system environment. A peais a least privileggism employs an intermediate format for saving the state
environment within a pod that allows access to a subset ofissociated with processes and Pea-Pod virtualization. This
processes and resources in the pod. In tandem, peas afutmat provides a high degree of portability to support pro-
pods decouple process execution from the underlying opeess migration across machines that are running operating
erating system to provide transparent, secure isolation anglystems that differ in the security and maintenance patches
migration of untrusted applications. Pea-Pods can isolatapplied. It also enables application services to be check-
untrusted applications within sandboxes, preventing thenpointed on a system and restarted after the underlying op-
from causing harm to the underlying system or other appli-erating system is upgraded and the system is restarted.

cations if they are compromised. We have implemented Pea-Pods in a prototype system

Pea-Pods can encapsulate a group of processes withindg a loadable Linux kernel module. We have used this pro-
migratable sandbox environment that can be transparentfiptype to securely isolate and migrate a wide range of un-
moved from one machine to another, even when the sygnodified legacy and network applications. We measure the
tems are running different Operating system versions Witrperformance and demonstrate the Ut”ity of Pea-Pods across
different security and maintenance patches. This enable®ultiple systems running different Linux 2.4 kernel ver-
security patches to be applied to operating systems in &ions using three real-world application scenarios, includ-
timely manner with minimal impact on the availability of ing a full KDE desktop environment with a suite of desktop
application services by migrating applications to anothe@pplications, an Apache/MySQL web server and database
machine that has already been updated while the origingi€rver environment, and a Sendmail/Procmail e-mail pro-
Systern is brought down for Security upgrades and mainteceSSing environment. Our performance results show that
nance. Once the Origina| machine has been updated' appﬁ’.ea-POdS can provide secure isolation and migration func-
cations can be migrated back and continue to execute evdipnality on real world applications with low overhead.
though the underlying operating system has changed. Pea- This paper describes how Pea-Pods can isolate appli-
Pods provide migration using a checkpoint-restart mechaeations to limit their ability to attack a system and how
nism that can also enable application services to be checlRea-Pods can migrate applications across operating system
pointed before a system goes down and restarted when kernel changes to facilitate kernel maintenance and secu-



rity updates with minimal application downtime. Section Pod Pod

2 describes the pea and pod abstractions in further detail.

Section 3 presents the virtualization architecture to sup- @
port the Pea-Pod model. Section 4 discusses the Pea-Pog,., s,
checkpoint-restart mechanisms used to facilitate migration
across operating system kernels that may differ in mainte-Kemel Space
nance and security updates. Section 5 analyzes the security Pea Pod Layer Pea Pod Layer
of Pea-Pods and illustrates the utility of the system in sev-
eral application scenarios. Section 6 presents experimental
results evaluating the overhead associated with Pea-Pods Kernel Kernel
and measures the system performance in providing secure
isolation and migration for several application scenarios.
Section 7 discusses related work. Finally, we present some
concluding remarks.

Machine A Machine B

Figure 1: Pea-Pod migration

shared files that are normally used to support process com-
2 Pea-Pod Model munication across machines.
A pod namespace is virtual in that all operating sys-
The Pea-Pod model provides two key abstractions, podiem resources including processes, user information, files,
(PrOcess Domain) and peas (Protection and Encapsulaticnd devices are accessed through virtual identifiers within
Abstraction). Pods enable secure isolation and migratio@ pod. These virtual identifiers are distinct from host-
of application components that only need to interact via thelependent resource identifiers used by the operating sys-
file system or Internet communication. Peas provide finetem.  The pod virtual namespace provides a host-
grain isolation among application components that mayindependent view of the system by using virtual identi-
need to interact using interprocess communication mechfiers that remain consistent throughout the life of a pro-
anisms, including signals, shared memory, IPC messageess in the pod, regardless of whether the pod moves from
and semaphores, and process forking and execution. one system to another. Since the pod namespace is sepa-
A pod is a host-independent virtualized view of an op-rate from the underlying operating system namespace, the
erating system in which a group of processes can be eX?0d namespace can preserve this naming consistency for its
ecuted. A pod may contain one or many processes, andRfocesses even if the underlying operating system names-
system may contain one or many pods. The pod abstractiopace changes, as may be the case in migrating processes
provides the same application interface as the underlyingfom one machine to another.
operating system so that legacy applications can execute in The pod private, virtual namespace enables secure iso-
the context of a pod without any modification. Processedation of applications by providing complete mediation to
within a pod can make use of all available operating sys-operating system resources. Pods can restrict what operat-
tem services, just like processes executing in a traditionahg system resources are accessible within a pod by simply
operating system environment. Unlike a traditional oper-not providing identifiers to such resources within its names-
ating system, the pod abstraction provides a self-containeplace. A pod only needs to provide access to resources that
unit that can be isolated from the system, checkpointed tere needed for running those processes within the pod. It
secondary storage, migrated to another machine, and trandees not need to provide access to all resources to support
parently restarted, as shown in Figure 1. This is made posa complete operating system environment. For example,
sible because each pod has its own private, virtual names: pod can easily provide a least privilege environment tai-
pace. All operating system resources are only accessiblered to the needs of an application services. If one had
to processes within a pod through the pod’s private, virtuah web server that just served up static content, one could
namespace. easily setup the pod to only contain the files the web server
A pod namespace is private in that only processes withimeeds to run as well as the content it wants to serve. If the
the pod can see the namespace. It is private in that it maskgeb server application gets compromised, the pod limits
out resources that are not contained within the pod, includthe ability of an attacker to further harm the system since
ing processes outside of the pod. Processes inside a pde only resources he has access to are the ones explicitly
appear to one another as normal processes that can commigeded by the service. Since the pod namespace provides
nicate using traditional IPC mechanisms. Other processeé§e same application interface as the underlying operat-
outside a pod do not appear in the namespace and are theigg system, pods can provide complete mediation without
fore not able to interact with processes inside a pod usingnodifying, recompiling, or relinking applications.
IPC mechanisms such as shared memory and signals. In- The pod private, virtual namespace enables process mi-
stead, processes outside the pod can only interact with pragration by providing a consistent, host-independent view
cesses inside the pod using network communication andf the underlying operating system. Operating system re-



source identifiers such as process IDs (PIDs) must remaiftan’t touch” any resource outside of it's pea, be it a pro-
constant throughout the life of a process to ensure its coreess pid or file system entry. Peas can support a wide range
rect operation. However, when a process is moved fronof resource restriction policies. By default, processes con-
one operating system to another, there is no guarante@ined in a pea can only interact with other processes in the
that the underlying operating system will provide the samesame pea. They have no access to other resources, such as
identifiers to a migrated process; those identifiers may irfile system and network resources or processes outside of
fact already be used by other processes in the system. Thiee pea. This provides for a set of fail safe defaults, as any
pod namespace addresses these issues by providing caxtra access has to be explicitly allowed by the administra-
sistent, virtual resource names in place of host-dependeror.

resource names such as PIDs. Names within a pod are
trivially assigned in a unique manner in the same way,
that traditional operating systems assign names, but su
names are localized to the pod. Since the namespace {8
private to a given pod, there are no resource naming con-
flicts for processes in different pods. There is no need fo
the pod namespace to change when the pod is migrate

Many peas can be running side by side to provide flexi-
ility in implementing a least privilege system for programs
at are composed of multiple components that must work
gether, but do not all need the same level of privilege.
ne usage scenario would be to have a severely resource
fimited pea in which a privileged process executes but al-

. . . ; wing the process to use traditional Unix semantics to
which allows pods to ensure that identifiers remain constan,

th hout the life of th red by | ork with less privileged programs that are in less resource
roughout the Iife ot the process, as required by 1€gacy alasyricted peas. One use of this is the mail delivery ser-
plications that use such identifiers.

vices already described, one can create two separate peas
A process can run inside a pod, but there are times whefor Sendmail and Procmail to run within. It can similarly
it is desirable to further restrict a process inside a pod irbe used to allow a web server the ability to serve dynamic
terms of the pod resources it can access. For example, itontent via CGI in a more secure manner. Since the web
a conventional e-mail system, one will have a privilegedserver and the CGI scripts need separate levels of privilege,
SMTP daemon, such as Sendmail, and a non-privilegeds well as different resource requirements, they shouldn’t
delivery agent, such as Procmail. While the Sendmaihave to run within the same security context. By config-
server runs with privilege, it actually needs a very smalluring two separate peas for a web service, one for the web
resource hamespace. However, the Procmail delivery ageserver to run within, and a separate for the specific CGI
can make use of programs, such as SpamAssassin, to gorograms it wants to execute, one limits the damage that
able users to filter their e-mail effectively. Since these twocan occur if a fault is discovered within the web server. If
programs need to interact directly, they can not be run irone manages to execute malicious code within the context
separate pods. Peas are introduced for the purpose of af the web server, one can only make use of resources that
lowing these programs to interact, while restricting them toare allocated to the web server’s pea, as well as only exe-
smaller resource namespaces. A pea is an abstraction thaite the specific programs that are needed as CGls. Since
can contain a subset of processes within a pod and restrithe CGI programs will also only run within their specific
those processes to accessing only a subset of pod resourcescurity context, the ability for malicious code to do harm
Pods can contain a group of processes, but the group mag severely limited.
be composed of interacting components with different re-

source needs. I?e_as can sepgrate these comp onents W”BH]flexible resource restriction for programs as opposed to
the pod by providing fine-grained and dynamic resource?estricting access based on users. Pea-Pods also do not

restrictions on differing sets of processes. The pea abStra%Ubvert underlying system restrictions based on user per-
tion allows for processes running within a pod to have vary-

ina levels of isolati thern b ing them i missions, but instead complement such models by offer-
grgtg\;:)eezs ISofation among them by running them in SeP'ing additional resource control based on the environment

in which a program is executed. Instead of allowing pro-
A pea achieves isolation levels by controlling what re-grams with root privileges to do anything they want to a
sources of a pod its processes are allowed to access and Bystem, Pea-Pods enable a system to control the execution
teract with. Peas provide a “see, but don't touch” resourcef such programs to limit their ability to harm a system
restriction model. For example, a process in a pea may beven if they are compromised. Pea-Pods provide program-
able to see file system resources and processes availableliased resource restriction for file access, device access, net-
other peas, but can be restricted from accessing them. Unvork access, root privileges, process interactions, process
like processes in separate pods, processes in separate pgassitions among peas, and resource utilization. Pea-Pods
in a single pod can “see each other” in that they share thean restrict root privileges by disallowing certain operating
same namespace and can be allowed to interact using tradiystem services for a given pea or pod. Pea-Pods can re-
tional interprocess communication mechanisms. Processagrict process interactions by disallowing interprocess com-
can also be allowed to move from one pea to another in thenunication with processes outside of a pod, and by lim-
same pod. However, by default processes in separate pe#ifig such interactions among processes in separate peas

.Peas and pods together provide secure isolation based



in a pod. Pea-Pods can dynamically control the ability ofthat may change as a result of migration. Pod system call
processes to transition between peas, enabling processesiiterposition also masks out processes inside of a pod from
have different dynamic privileges during their execution. processes outside of a pod to remove any interprocess host
Pea-Pods can control the resources that processes consudapendencies across pod boundaries. System call interposi-
in a pea or pod to limit denial of service attacks againsttion is used to virtualize operating system resources includ-
the system. Due to space constraints, the Pea-Pod resouliog process identifiers, keys and identifiers for IPC mech-
usage model is not discussed further in this paper. anisms such as semaphores, shared memory, and message
queues, and network addresses.

3 Pea-Pod Virtualization Pod virtualization uses system call interposition to de-
termine the network accessibility of pod processes. Pods
Ryovide the same semantic interface to applications as reg-

isolated namespaces on commodity operating systems, wia' machines, which provide Internet accessible and local-
employ a virtualization architecture that operates betweef0St addresses. Therefore, pods also provide two types of
applications and the operating system, without requiring’®tWorking addresses. Pods provide one that is only ac-
any changes to applications or the operating system kef€SSiPle to processes in a pod and one that is accessible on
nel. This virtualization layer is used to translate betweerfl€ Internet. A pod restricts its processes to the set of net-
the Pea-Pod namespaces and the underlying host operf0rk addresses given to the pod by using the same virtual
ing system namespace. It also protects the host operatirf§ Physical mapping concepts of PID and IPCs. Processes
system from dangerous privileged operations that might b&/thin @ pod make use of a virtual name for a network ad-
performed by processes within the Pea-Pod, as well as pr6i_ress. Since the regular pod virtualization rules take affect,

tecting those processes from processes outside of the P 0cesses are confined to the appropriate addresses.
Pod on the host. Pea-Pod virtualization is used to provide Pod virtualization employs thehroot  utility and file

isolation of peas and pods as well as enable pods to be méystems stacking to provide each pod with its own file
gratable. The virtualization support for pod migration is system namespace that can be separate from the regular
based on Zap [28]. host file system. The pod file system can be composed
from loopback mounts from the host for pods that are only

. . checkpointed and restarted on the same machine. Simi-
3.1 Pod Virtualization larly, one can make use of a portable hard drive that one

Pods are supported using virtualization mechanisms thdfoves between the different hosts one wants to migrate
translate between pod virtual resource identifiers and opithin. More commonly, the pod file system is composed
erating system resource identifiers. Every resource that 50m remote mounts via a network file system such as NFS
process in a pod accesses is througliraal namewhich SO that thg same files can be made _consistently available
corresponds to an operating system resource identified b§S & Pod is migrated from one machine to another. More
a physical name When an operating system resource isSPecifically, when a pod is created or moved to a host, a
created for a process in a pod, such as with process d¥ivate directory named according to a pod identifier is cre-
IPC key creation, instead of returning the corresponding?t€d on the host to serve as a staging area for the pod’s vir-
physical name to the process, the pod virtualization layefual file system. Within this directory, the various network-
catches the physical name value, and returns a private Viga.c_:cessible directories that the pod_ is configured to access
tual name to the process. Similarly, any time a proces¥/ill be mounted from a network file server. For exam-
passes a virtual name to the operating system, the virtRl€; from a Unix-centric viewpoint, this set of directories
alization layer catches it and replaces it with the appro-could includefetc , /ib , /bin , fusr -, and/tmp . The
priate physical name. The key pod virtualization mecha-chroot —system call is then used to set the staging area as
nisms used are a system call interposition mechanism ari@i root directory for the pod, thereby achieving file system
thechroot  utility with file system stacking for file system Virtualization with negligible performance overhead. This
[eSOUIces. method of file system virtualization provides an easy way
Pod virtualization employs system call interposition to [ restrict access to files and devices from within a pod.
wrap existing system calls to check and replace argumentshiS can be done by simply not including file hierarchies
that take virtual names with the corresponding physicafnd devices within the pod file system namespace. If files
names before calling the underlying original system call.@nd devices are not moupted within the pod virtual file sys-
Similarly, the wrapper is used to capture physical namd€m. they are not accessible to pod processes.
identifiers that the original system calls return and return Because commodity operating systems are not built to
corresponding virtual names to the calling process runningupport multiple namespaces, a security issue that pod vir-
inside the pod. Pod virtual names are maintained considualization must address is that there are many ways to
tently as a pod migrates from one machine to another antireak out of a standard chrooted environment, especially
are remapped appropriately to underlying physical nameg one allows thechroot system call to be used by pro-

To support the Pea-Pod abstraction design of secure al



cesses in a pod. Pod file system virtualization enforces thpose that all pod processes are then running with UID 100.
chrooted environment and ensures that the pod’s file sysA’/hen the user moves to a machine in administrative do-
tem is only accessible to processes within the given pod bynain B where he has UID 200, he can migrate his pod to the
using a simple form of file system stacking to implementnew machine and continue running processes in the pod.
a barrier. File systems provide a permission function thaiThose processes can continue to run as UID 100 and con-
determines if a process can access a file. For example, iinue to access the same set of files on the pod file server,
a process tries to access a file a few directories below theven though the user’s real UID has changed. While this
current directory, the permission function is called on eaclexample considers the case of having a pod with all pro-
directory as well as the file itself in order. If any of calls cesses running with the same UID, it is easy to see that the
determine that the process doesn’t have permission on pod model supports pods that may have running processes
directory, the chain of calls end. Even, if the permissionwith many different UIDs.

function determines that the process would have access to Because the root UID 0 is privileged and treated spe-

the file itself, it must have permission to walk the directory cially by the operating system kernel, pod virtualization

hierarchy to the file to access it. We implement a barriery|sg treat UID 0 processes inside of a pod in a special way
by simply stacking a small pod-aware file system on top ofig prevent them from breaking the pod abstraction, access-
the staging directory that overloads the underlying permising resources outside of the pod, and causing harm to the
sion function to prevent processes running within the podhost system. While a pod can be configured for administra-
from accessing the parent directory of the staging directoryive reasons to allow full privileged access to the underlying

and to prevent processes running only on the host from acsystem, we focus on the case of pods for running applica-
cessing the staging directory. This effectively confines ajon services which do not need to be used in this manner.
process in a pod to the pod's file system by preventing ifpods do not disallow UID 0 processes, which would limit

from ever walking past the pod’s file system root. the range of application services that could be run inside

While any network file system can be used with pods topods. Instead, pods provide restrictions on such processes
support migration, we focus on NFS because it is the mosio ensure that they function correctly inside of pods.
commonly used network file system. Pods can take ad- While a process is running in user space, the UID it runs
vantage of the user identifier (UID) security model in NFSas doesn’t have any effect. Its UID only matters when it
to support multiple security domains on the same systentries to access the underlying kernel via one of the kernel
running on the same operating system kernel. For examentry points, namely devices and system calls. Since a pod
ple, since each pod can have its own private file systemalready provides a virtual file system that includes a virtual
each pod can have its owatc/passwd file that deter- /dev with a limited set of secure devices, the device entry
mines its list of users and their corresponding UIDs. Inpoint is already secured. The only system calls of concern
NFS, the UID of a process determines what permissions iare those that could allow a root process to break the pod
has in accessing a file. By default, pod virtualization keepsabstraction. Only a small number of system calls can be
process UIDs consistent across migration and keeps prassed for this purpose. Pod virtualization classifies these
cess UIDs the same in the pod and operating system namesystem calls into three classes that need to be protected.

paces. However, since the pod file system is separate from The first class of system calls are those that only affect
the host file system, a process running in the pod is effecthe host system and serve no purpose within a pod. Exam-
tively running in a separate security domain from anothefp|es of these system calls include those that load and un-
process with the same UID that is running directly on thejoaq kernel modules or that reboot the host system. Since
host system. Although both processes have the same Ullhese system calls only affect the host, they would break
each process is only allowed to access files in its own filehe pod security abstraction by allowing processes within it
system namespace. Similarly, multiple pods can have progp make system administrative changes to the host. System
cesses running on the same system with the same UID, bigh|is that are part of this class are therefore made inacces-

each pod effectively provides a separate security domaigiple by default to processes running within a pod.

since the pod file systems are separate from one another. The second class of system calls are those that are forced

The pod UID model supports an easy-to-use migratiorto run unprivileged. Just like NFS, by default, squashes
model when a user may be working in one administrativeroot on a client machine to act as usebody , pod virtu-
domain and then moves to another. Even if the user haalization forces privileged processes to act asnthieody
computer accounts in both administrative domains, it is unuser when it wants to make use of some system calls. Ex-
likely that the user will have the same UID in both do- amples of these system calls include those that set resource
mains if they are administratively separate. Neverthelesdimits andioctl  system calls. Since system calls such
pods can enable the user to run the same pod with accessadssetrlimit andnice can allow a privileged process
the same files in both domains. Suppose the user has Ul® increase its resource limits beyond predefined limits im-
100 on a machine in administrative domain A and starts @osed on pod processes, privileged processes are by default
pod connecting to a file server residing in domain A. Sup-treated as unprivileged when executing these system calls



within a pod. Similarly, théoctl  system call is a system  When a new program is executed one might want to
call multiplexer that allows any driver on the host to effec- switch pea security domains. Peas support a single type
tively install its own set of system calls. Since the ability of pea specific rule that let a pea determines how a process
to audit the large set of possible system calls is impossiean transition from one its own pea to another. This rule
ble given that pods may be deployed on a wide range ofs specified by a program filename and pea identifier. A
machine configurations that are not controlled by the Peapea may have multiple rules of this type. The rule speci-
Pod system, pod virtualization conservatively treats accestes that a process should be moved into the pea specified
to this system call as unprivileged by default. by the pea identifier if it executes the program specified by

The final class of system calls are calls that are requirethe given filename. This is useful when it is known what a
for regular applications to run, but have options that will process will execute and itis desirable to have that program
give the processes access to underlying host resource®xecution occur in an execution environment with different
breaking the pod abstraction. Since these system calls aresource restrictions. For example, an Apache web server
required by applications, the pod checks all their options tgunning in a pea may want to execute its CGI child pro-
ensure that they are limited to resources that the pod hagesses in a more restrictive pea. This is supported via sys-
access to, making sure they aren't used in a manner th&em call interposition by intercepting tlexec system call
breaks the pod abstraction. For example,iiéod sys- and changing peas if a matching pea transition rule is spec-
tem call can be used by privileged processes to make naméfied for the pea in which the calling process is executing.
pipes or files in certain application services. It is thereforeNote that pea transition rules are one-way transitions that
desirable to make it available for use within a pod. How-do not enable a process to return to its previous pea unless
ever, it can also be used to create device nodes that providts current pea explicitly provides such rules.

access to the underlying host resources. To limit how the - gy stem call interposition is also used to control network

system call is used, the pod system call interposition mechscasq for processes inside the pea. Peas provide two net-
anism checks the options of the system call and only allow§yorking rules, one to allow processes in the pea to make
it to continue if it's not trying to create a device. outgoing network connections on a pod’s virtual network
adapters, the other to allow processes in the pea to bind to
specific ports on the adapter to receive incoming connec-
tions. Pearules can allow complete access to a pod network

Peas are supported using virtualization mechanisms th&@dapter, or only allow access on a per port basis. Since any

impose levels of isolation among processes running withif €Work access occurs through system calls, peas simply

a single pod in separate peas by labeling resources and efheck the options of the networking system call to ensure

forcing a simple set of configurable rules. For example Natitis allowed to perform the specified action.
when a process is created in a pea, its process identifier is Pea virtualization employs a set of file system rules and
tagged with the identifier of the pea in which it was created file systems stacking to provide each pea with its own per-
A process’s ability to access pod resources is then dictateghission set on top of the pod file system. To provide a least
by the set of rules associated with its pea. Like pod virtu-privilege environment, processes shouldn’t have access to
alization, the key pea virtualization mechanisms used are file system privileges they don't need. For example, while
system call interposition mechanism and file system stackSendmail has to write tvar/spool/mqueue  , it only
ing for file system resources. has to read its configuration frofatc/mail and should
Pea virtualization employs system call interposition tonot need to have write permissions on its configuration. To
wrap existing system calls to enforce restrictions on proimplement such a least privilege environment, peas enable
cess interactions by controlling access to process and IPfiles to be tagged with additional permission rules that over-
virtual identifiers. Since each resource is labeled with thday the respective underlying file permissions. File system
pea in which it was created, the system call interpositiorpermissions determine access rights based on the user iden-
mechanism simply checks if the pea labels of the callingtity of the process while pea file permission rules determine
process and the resource to be touched are the same or difecess rights based on the pea context in which a process is
ferent, providing an effective means of enforcing the pea’sexecuted. Each pea file rule can selectively allow or deny
“see, but don’t touch” model. For example, if a process inuse of the underlying read, write and execute permissions
one pea would try to send a signal to another process iof a file on a per pea basis. The underlying file permission
a seperate pea by using thkid  system call, the system is always enforced, but pea permissions can further restrict
would return an error value of EPERM, as the process exwhether the underlying permission is allowed to take ef-
ists, just this process has no permission to signal it. On théect. The final permission is achieved by performing a bit-
other hand, a parent is able to use Weit system callto wise AND operation on both the pea and file system per-
wait on a child process, even if that child process is runningmissions. For example, if the pea permission allowed for
within a seperate pea since wait doesn’t “touch” a processead and execute, the permission set of r-x would be trip-
by affecting its execution. licated to r-xr-xr-x- for the 3 sets of Unix permissions and

3.2 Pea Virtualization



the bitwise AND operation would effectively mask outany  The pea architecture makes use of the pod’s stackable file
write permission that the underlying file system might al-system to integrate the pea file system namespace restric-
low. This prevents any process in the pea from opening thé&ons into the regular kernel permission model. It accom-
file and modifying it. plishes this by stacking on top of the file syster@ekup
Enforcing on disk labeling of every single file is in- function which fills in the respective file’s inode structure,
tractable if the underlying file system is going to be used forand thepermissiorfunction which makes use of the stored
multiple disparate pods and peas. Since each pea in eaglermission data to make simple permission determinations.
pod might make use of similar underlying files but have dif- Since a file system’s permission function is a standard part
ferent permission schemes, storing the pea permission datd the operating system kernel's security infrastructure, no
on disk effectively is not feasible. Instead, peas supporthanges have to be made to the kernel's file system security
the ability to dynamically label each file within a pod’s file infrastructure.
system based on two simple path matching rytesh spe- The stackable file system uses a unique set of hash tables
cific rulesanddirectory default rules A path specific rule  that it organizes in a tree structure to mimic the underlying
matches an exact path on the file system. For instance, ffle system. Every directory can be represented by a hash
there’s a path specific rule féhome/user/file ,only table, and entries in the hash table correspond to directory
that file will be matched with the appropriate permissionentries that have pea file system rules. If a directory entry
set. On the other hand, if there’s a directory default rule foris an actual directory, it would have a corresponding child
the directory/home/user/  any file under that directory hash table. Looking up the appropriate rule for any path
in the directory tree can match it, and inherit its permissionname is simply parsing the path name into directory entry
set. tokens, and performing a token by token traversal of the
Given a set of path specific and directory default rulestree of hash tables. This traversal results in finding the rule
for a pea, the algorithm for determining what rule matcheshat best matches the pathname, based on the decision al-
to what path starts with the complete path and walks up thgorithm given above. Since hashing of tokens is fast, one
path to the root directory until it finds a matching rule. The can quickly traverse the tree (%) time, whereh is the
algorithm can be described in four simple steps: height of the file system tree, no matter how many rules
- - the file system enforces. The stackable file system is made
1. Ifthe specific path hasgath specific rulereturn that  eyen faster by the fact that the rule lookup doesn't have to
rule set. be done often, since we store the data in the file system’s
pode structure and the kernel caches the inode structure for

2. Otherwise, choose the path’s directory as the curreria,[er use

directory to test.

3. If the directory being tested hasdirectory default
rule, return that rule set.

4. Otherwise set its parent as the current directory to tesf0 maintain application service availability without losing
and go back to step 3. important computational state as a result of system down-

time due to operating system upgrades, Pea-Pods provide

This ensures that if there’s path specific rulethe clos-  a checkpoint-restart mechanism that allows pods to be mi-
estdirectory default ruleto the specified path becomes the grated across machines running different operating system
rule for that path. Also, since by default peas give the rookernels. Upon completion of the upgrade process, the re-
directory “/” a directory default ruledenying all permis- spective Pea-Pod and its applications are restored on the
sions, the default for every file on the system, unless othereriginal machine now with an upgraded operating system.
wise specified is deny, ensuring a fail safe default setup. We assume here that the systems have not been compro-

The semantics of pea file permission rules are based omised and that any kernel security holes on the unpatched
file path name. If a file has more than one path name, suchystem have not yet been exploited on the system; migrat-
as via a hard link, both have to be protected by the saming across kernels that have already been compromised is
rule, otherwise depending on how the underlying file is ac-beyond the scope of this paper.
cessed the permission set it gets will be non-deterministic We also limit our focus to migrating between machines
as the inode cache will contain the permission set of thavith a common CPU architecture with kernel differences
path name that was opened initially. This is only an issughat are limited to maintenance and security patches. These
on setup of a Pea-Pod, as once its setup, any hard links thpatches often correspond to changes in the minor version
are created will obey the regular file system rules, which in-number of the kernel. For example, the Linux 2.4 kernel
clude being unable to hard link to a path one’s pea doesnthas more than twenty minor versions. Even within mi-
have access to, as well as any new hard link path name thabr version changes, there can be significant changes in
gets created is given a path specific rule equivalent to thkernel code. Table 1 shows the number of files that have
original path’s rule. been changed in various subsystems of the Linux 2.4 kernel

4 Migration Across Different Kernels



Type .c Files | Changed | Percentage ent kernel minor versions. If the representation of state is
Drivers 2221 2079 93.6 too high-level, the checkpoint-restart mechanism could be-
Arch 2694 | 2351 87.2 come complicated and impose additional overhead. For ex-
FS 524 488 93.1 ample, the Pea-Pod system saves the address space of a pro-
Network 422 352 83.4 cess in terms of discrete memory regions called VM areas.
\C/&re Kernel ;g ;g 81%)'3 As an alternative, it may be possible to save the contept; of
PG ) 7] 100 a process’s address space and denote the characteristics of

various portions of it in more abstract terms. However, this
Table 1: Kernel Changes within the Linux 2.4 Series  Would call for an unnecessarily complicated interpretation
scheme and make the implementation inefficient. The VM

. . . . __area abstraction is standard across major Linux kernel revi-
across different minor versions. For example, all of the files_.

for the VM subsystem were changed since extensive mogions- Pea-Pods view the VM area abstraction as offering

ifications were made to implement a completely new pagesufﬁment portability in part because the organization of a

replacement mechanism in Linux. Many of the Linux ker- process’s address space in this manner has been standard

. . L2 . across all Linux kernels and has never been changed since
nel patches contain security vulnerability fixes, which are.

: " its inception.
typically not separated out from other maintenance patches.
We similarly limit our focus to where the application’s ex-  Pea-Pods further support migration across different ker-
ecution semantics, such as how threads are implementdigls by leveraging higher-level native kernel services to
and how dynamic linking is done, do not change. On thetransform intermediate representation of the checkpointed
Linux kernels this is not an issue as all these semantics afghage into an internal representation suitable for the target
enforced by user-space libraries. Whether one uses kernkernel. Continuing with the previous example, Pea-Pods
or user threads, or one how libraries are dynamically linkedestore a Unix socket connection using high-level kernel
into a process is all determined by the respective librariedunctions as follows. First, two new processes are created
on the file system. Since the Pod has access to the same fildth virtual PIDs as specified in the four tuple. Then, each
system on whatever machine it is running on, these semar@ne creates a Unix socket with the specified file descriptor
tics stay the same. and one socket is made to connect to the other. This proce-

To support migration across different kernels, Pea-Pon_ure foectively recreates the original U_n Ix socket connec-
use a checkpoint-restart mechanism that employs an irflon without depending on many kernel internal details.

termediate format to represent the state that needs to be This use of high-level functions helps in general portabil-
saved on checkpoint. On checkpoint, the intermediate fority of using Pea-Pods for migration. Security patches and
mat representation is saved and digitally signed to enablginor version kernel revisions commonly involve modify-
the restart process to verify the integrity of the image. Al-ing the internal details of the kernel while high-level primi-
though the internal state that the kernel maintains on behatives remain unchanged. As such services are usually made
of processes can be different across different kernels, thavailable to kernel modules through exported kernel sym-
high-level properties of the process are much less likelyool interface, the Pea-Pod system is able to perform cross-
to change. We capture the state of a process in terms ddernel migration without requiring modifications to the ker-
higher-level semantic information specified in the interme-nel code.
diate format rather than kernel specific data in native format  The pea-Pod checkpoint-restart mechanism is also struc-
to keep the format pOI’table across different kernels. Fofured in such a Way to perform its Operations when pro_
example, the state associated with a Unix socket connegesses are in a state that checkpointing can avoid depending
tion consists of the directory entry of the Unix socket file, on many low-level kernel details. For example, semaphores
its superblock information, a hash key, and so on. It mapypically have two kinds of state associated with each of
be possible to save all of this state in this form and sucthem: the value of the semaphore and the wait queue of
cessfully restore on a different machine running the samgrocesses waiting to acquire the corresponding semaphore
kernel. But this representation of a Unix socket connectiongck. In general, both of these pieces of information
state is of limited portability across different kernels. A dif- have to be saved and restored to accurately reconstruct the
ferent high-level representation consisting of a four tuple semaphore state. Semaphore values can be easily obtained
virtual source pid, source fd, virtual destination pid, des-and restored through GETALL and SETALL parameters of
tination fd is highly portable. This is because the semanthesemctl system call. But saving and restoring the wait
tics of a process identifier and a file descriptor is typically queues involves manipulating kernel internals directly. The
standard across different kernels, especially across mingsea-Pod mechanism avoids having to save the wait queue
version differences. information by requiring that all the processes be stopped
The intermediate representation format used by Peabefore taking the checkpoint. When a process waiting on
Pods for migration is chosen such that it offers the de-a semaphore receives a stop signal, the kernel immedi-
gree of portability needed for migrating between differ- ately releases the process from the wait queue and returns



EINTR. This ensures that the semaphore wait queues are
always empty at the time of checkpoint so that they do not
have to be saved.

While Pea-Pods can abstract and manipulate most pro- ®
cess state in higher-level terms using higher-level ker-
nel services, there are some parts that not amenable to a
portable intermediate representation. For instance, specific *
TCP connection state like timestamp values and sequence
numbers, which do not have a high-level semantic value,
have to be saved and restored in order to maintain a TCP
connection. As this internal representation can change, its
state needs to be tracked across kernel versions and se-e
curity patches. Fortunately, there is usually an easy way
to interpret such changes across different kernels because
networking standards such as TCP do not change often.
Across all of the Linux 2.4 kernels, there was only one
change in TCP state that required even a small modifica-
tion in the Pea-Pod migration mechanism. Specifically, in
the Linux 2.4.18 kernel, an extra field was added to TCP e
connection state to address a flaw in the existing syncookie
mechanism. If configured into the kernel, syncookies pro-
tect an Internet server against a synflood attack. When mi-

are easier to understand and ensure that they do not
allow unwanted access.

Fail safe defaultsSystems must choose when to allow
access as opposed to choosing when to deny.

Complete mediatianSystems should check every ac-
cess to protected objects.

Least privilege A process should only have access to
the privileges and resources it needs to do its job.

Psychological acceptabilityf users are not willing to
accept the requirements that the security system im-
poses, such as very complex passwords that the users
are forced to write down, security is impaired. Simi-
larly, if using the system is too complicated, users will
misconfigure it and end up leaving it wide open.

Work factor Security designs should force an attacker
to have to do extra work to break the system. The
classic quantifiable example is when one adds a single
bit to an encryption key, one doubles the key space an

grating from an earlier kernel to Linux-2.4.18, the Pea-Pod  attacker has to search.
system initializes the extra field in such a way that the in-
tegrity of the connection is maintained. In fact, this was Pea-Pods are designed to satisfy these six principles.
the only instance across all of the Linux 2.4 kernel versiond®€a-Pods provide economy of mechanism using a thin vir-
where an intermediate representation was not possible ariialization layer based on system call interposition and file
the internal state had changed and had to be accounted fdtystem stacking that only adds a modest amount of code to
To provide proper support for Pea-Pod virtualization@ running system. The largest part of the system is due to
when migrating across different kernels, we must ensuréhe use of a null stackable file system with 7000 lines of
that that any changes in the system call interfaces are prog= code, but this file system was generated using a simple
erly accounted for. As pea-pods have a virtualization layehigh-level file system language [45], and only 50 lines of
using system call interposition mechanism for maintainingcode were added to this well tested file system to imple-
namespace consistency and ensuring pea security, a chariggent the Pea-Pod file system security. Furthermore, Pea-
in the semantics for any system call intercepted by peaPods change neither applications nor the underlying oper-
pods could be an issue in migrating across different kerating system kernel. The modest amount of code to im-
nel versions. But such changes usually do not occur as plement Pea-Pods makes the system easier to understand.
would require that the libraries be rewritten. In other words,Since the Pea-Pod security model only provides resources
Pea-Pod virtualization is protected from such changes in &at are explicitly stated, it is relatively easy to understand
similar way as legacy applications are protected. Howeveithe security properties of resource access provided by the
new system calls could be added from time to time. Suchnodel.
system calls could have implications to the pea encapsula- Furthermore, Pea-Pods provide fail safe defaults by only
tion mechanism. For instance, across all Linux 2.4 kernelsproviding access to resources that have been explicitly
there were two new system caligttid  andtkill for given to peas and pods. Since Pea-Pod virtualization limits
querying the thread identifier and for sending a signal teaccess to the underlying system to its virtual namespace,
a particularly thread in a thread group, respectively, whichPea-Pods provide complete mediation to operating system
needed to be accounted for to properly virtualize Pea-Podkgsources. Peas in pods are explicitly designed to provide
across kernel versions. As these system calls take identifié¢ast privilege by restricting programs in an environment
arguments, they were simply intercepted and virtualized. that can be easily limited to provide the least amount of
access for the encapsulated program to do its job. Pea-
Pods provide psychologically acceptability by providing
users and system administrators with a standard system en-
oyironment where all they have to understand are their ap-
plications and the system resources that they need without
detailed understanding of any underlying operating system
e Economy of mechanisr8impler and smaller systems specifics.

5 Security Analysis and Examples

Saltzer and Schroeder[37] describe several principles f
designing and building secure systems. These include:
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Similar to least privilege, Pea-Pods increase the worlcompromise the system.

factor that it would take to compromise a system by simply Note that there are multiple ways to configure Internet
not making available the resources that attackers depengbryices peas. With the e-mail delivery example, we illus-
on to harm a system once they have broken in. For examyrated a simple system configuration to prevent the com-
ple, since Pea-Pods can provide selective access to Whaion buffer overflow exploit of getting the privileged server
program are included within their view, it would be very to execute a local shell. By simply denying access to shells
difficult to get a root shell on a system that does not haveyyt allowing access to other files, we limit the amateur at-
access to any shell program. Similarly, the fact that ongacker's ability to exploit flaws, while requiring very little
can migrate a system away from a host that is vulnerable tgonfiguration or knowledge of the actual services. On the
attack increases the work an attacker would have to do tgther hand, one can also use Pea-Pods to create a complete
make services unavailable. least privilege environment to contain more professional at-
We briefly describe three examples that help illustratetackers to the domain they exploited.
how Pea-Pods can be used to improve computer security For web content delivery, Pea-Pods can isolate different
and application availability for different application sce- components of web content delivery to provide a signif-
narios. The application scenarios are e-mail delivery, welicantly higher level of security in light of common web
content delivery, and desktop computing. server attacks that may exploit CGI script vulnerabilities.
For e-mail delivery, Pea-Pods can isolate different comConsider isolating an Apache web server front end, a
ponents of e-mail delivery to provide a significantly higher MySQL database backend, and CGI scripts that interface
level of security in light of the many attacks on Sendmail between them. While one could run Apache and MySQL
vulnerabilities that have occurred. Consider isolating aln seperate pods, since they are providing a single service, it
Sendmail installation that also provides mail delivery andmake sense to run them within a single pod that can be mi-
filtering via Procmail. E-mail delivery services are often grated as a unit. If the underlying host comes under attack,
run on the same system as other Internet services to inpuch as via a denial of service attack, one can use the pod's
prove resource utilization and simplify system administra-migration mechanism to move the web content delivery
tion through server consolidation. However, this can pro40d to a safer machine, providing better service availability
vide additional resources to services that do not really neeth a hostile environment. However, since both Apache and
them, potentially increasing the damage that can be donMySQL are within the pod’s single namespace, if an ex-
to the system if attacked. Using Pea-Pods, both Sendmaloit is discovered in Apache, it could be used to perform
and Procmail can execute in the same pod, which isolategnauthorized modifications to the MySQL database.
e-mail delivery from other services on the system. Since To provide greater isolation among different web content
pod’s allow one to migrate a service between machines, thdelivery components, we can use three peas in a pod: one
e-mail delivery pod is migratable. If a fault is discovered for Apache, a second for MySQL, and a third for the CGlI
in the underlying host machine, the e-mail delivery serviceprograms. Each pea is configured to contain the minimal
can be moved to another system while the original host iset of resources needed by the processes running within the
patched, preserving the availability of the e-mail service. respective pea. The Apache peaincludes the apache binary,

Furthermore, Sendmail and Procmail can be placed igonfiguration files and the static html content, as well as a
separate peas which facilitate necessary interprocess corfille to exec all CGI programs into the CGI pea. The CGI
munication mechanisms between them while improvingP€a contains the relevant CGI programs as well as access
isolation. This pod is a common example of a privilegedto the MySQL daemon’s named socket, allowing interpro-
service that has child helper applications. In this case, th6€Ss communication with the MySQL daemon to perform
Sendmail pea is configured with full network access to rethe relevant SQL queries. The MySQL pea contains the
ceive e-mail, but without shell access since there is no reaNysdl daemon binary, configuration files and the files that
son why Sendmail needs a shell. Sendmail would be deMake up the relevant databases. Since Apache is the only
nied write access to file system areas suclisigbin ~ to ~ Program exposed to the outside world, it is the only pro-
prevent modification to those executables, and would only€ss that can be directly exploited. However, if an attacker
be allowed to transition a process to the Procmail pea if itS able to exploit it, the attacker is limited to a pea that is
is executing Procmail. On mail delivery, Sendmail would only able to read or write specific Apache files, as well as
thenexec Procmail in the Procmail pea, which would be €xec specific CGI programs into a seperate pea. Since the
configured with more liberal access to process shell script@nly way to access the database is through the CGI pro-
and run other programs such as SpamAssassin. As a resulifams, the only access to the database an attacker would
the Sendmail/Procmail pod can provide full e-mail delivery have is what is allowed by said programs. Consequently,
service while isolating Sendmail such that even if Sendmailt becomes very difficult to cause serious harm to such a
is compromised by an attack, such as a buffer overflow, th€ea-Pod web content delivery system.
attacker would be contained in the Sendmail pea and not For desktop computing, Pea-Pods enable desktop com-
even be able to execute a root shell to attempt to furtheputing environments to accommodate mobile users across
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separate administrative domains. As users move from oneName Description Linux

geographic location to another, Pea-Pods allow them tp getpid | averagegetpid runtime 350 ns
take their computing with them in a hassle-free way. Since ioctl average runtime for the FIONREAD  427ns
Pea-Pods provide complete mediation as well as fail safe ioctl

defaults, system administrators can allow desktop comput-Shmget- | IPC Shared memory segment holding3361 ns
ing pods from separate security domains to migrate ontp S"MCtl_| an integer is created and removed
their hosts, since the processes within the pod are preventeozgmgﬁt' :I;(T:msvigaphore variable is created gnd 370 ns
from harming it and can be configured to only access files

. fork- process forks and waits for child which 44.7 us
fro_m the_pod file system securely exported to remote ma- ot calls exitimmediately
chines via NFS over IPSec. Peas can also be used withifo i “sh 1 process forks and waits for child to run3.89 ms
the context of such a desktop computing environment to /bin/sh  to run a program that print$
provide additional isolation. Many application used on a “hello world” then exits
daily basis, such as mp3 players and web browsers, haVeApache | Runs Apache under load and measufesl.2 ms
had security holes in the past that could possibly enable average request time
attackers to cause them to execute malicious code or giveMake Linux Kernel compile with up to 10 224.5s
them access to the entire local file system [19, 20]. process active at one time

Postmark Use Postmark Benchmark to simulate .002s
Sendmail performance
MySQL | “TPC-W like” interactions benchmark  8.33s

To secure an mp3 player, an mp3 player pea can be cr¢
ated within a desktop computing pod that restricts the mp$
player’s ability to make use of files outside of a special
mp3 directory. Since most users store their music within its
own subtree, this isn't a serious restriction. Most mp3 con-

]Eent should not t'rustgd, espgmallk)]/ i ong |s| stream_|Rg thSﬁjst like Mozilla is configured to run helper applications for
rom a remote site. By running the mp3 player within this certain file types, one would have to configure the Mozilla

Iﬁlly res’srlcdtedk?ea, a ma"c"%‘;f. mp33ca}nnot compror_msl ea to execute those helper applications within their respec-
€ users deskiop session. 1hiS mps player pea IS SImply, . peas. As shown for an mp3 player, configuring such a

cr(])nﬁgure_g with three file rs],ysten; rulles. A paltfh.spemﬁ.c rgle ea for these process is fairly simple. The only addition one
that provides access to the mp3 player itself Is required tQ, 14 haye to make is to provide an additional pea transi-

load the application. A directory default rule that prowdestion rule to the Mozilla pea that tells the Pea-Pod system to

access to the entire mp3 directory subtree is required to givﬁansition the process to a separate pea on execution of pro-
the process access to the mp3 file library. Finally,

a paty 2 ms such as thepg123 mp3 player or thev postscript
specific rule that provides access to thev/dsp audio %iewer Pg P piay v P P

device is required to allow the process to actually play au-
dio.

To secure a web browser, a web browser pea can b8 Experimental Results
created within a desktop computing pod that restricts the
web browser’s access to system resources. Consider the implemented Pea-Pods as a loadable kernel module in
Mozilla web browser as an example. A Mozilla pea would Linux that requires no changes to the Linux kernel. We
need to have all the files Mozilla needs to run accessipresent some experimental results using our Linux proto-
ble from within the pea. Moziall dynamically loads li- type to quantify the overhead of using Pea-Pods on vari-
braries itself and stores them along with its plugins withinous applications. Experiments were conducted on a trio of
the /usr/lib/mozilla directory. By providing a di- IBM Netfinity 4500R machines, each with a 933Mhz In-
rectory default rule that provides access to that directorytel Pentium-lll CPU, 512MB RAM, 9.1 GB SCSI HD and
as well as another directory default rule that provides aca 100 Mbps Ethernet connected to a 3Com Superstack |l
cess to the usersnozilla  directory, the Mozilla web 3900 switch. One of the machines was used as an NFS
browser can run as normal within this special Mozilla pea.server from which directories were mounted to construct
One would also want the ability to be able to download andthe virtual file system for the Pea-Pods on the other client
save files, as well as launch viewers, such as for postscriglystems. The clients ran different Linux distributions and
or mp3 files, directly from the web browser. This involves kernels, one machine running Debian Stable with a Linux
a simple reconfiguration of Mozilla to change its internal 2.4.5 kernel and the other running Debian Unstable with a
application.tmp _dir variable to be a directory that Linux 2.4.18 kernel.
is within the Mozilla pea. By creating such a directory, To measure the cost of Pea-Pod virtualization, we used
such aglownloads within the users home directory, and a range of micro benchmarks and real application work-
providing a directory default rule allowing access, we en-loads and measured their performance on our Linux Pea-
able one to explicitly save files, as well as as implicitly savePod prototype and a vanilla Linux system. Table 2 shows
when one wants to execute a helper application. Similarlythe seven micro-benchmarks and four application bench-

D-
3

Table 2: Application Benchmarks
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@ Plain Linux B Pea Pod Name Applications
1.6 E-mail Sendmail 8.12.3 with the pod configured to auto-
1.4 matically change peas on execution of Procmail.
1.2 - Web Apache 1.3.26 and MySQL 3.23.49 running
1 - within separate peas inside the same Pod.
0.8 1 Xvnc —VNC 3.3.3r2 X Server
0.6 - KDE KDE — Entire KDE 2.2.2 environment, including
0.4 A window manager, panel and assorted background
0.2 1 daemon and utilities
0+ SSH — openssh 3.4p1 client inside a KDE konsple
F AL LSS @ D terminal connected to a remote host
‘\{f</+ é\&’/{(d\ v q@@ . eeéqé@o)og@%?&o Ny @6 Shell — The Bash 2.05a shell running in a konsple
&« R terminal
KGhostView — A PDF viewer with a 450k 16 page
Figure 2: Pea-Pod Virtualization Overhead PDF file loaded.
Konqueror — A modern standards compliant web
marks we used to quantify Pea-Pod virtualization overhead browser that is part of KDE
as well as the results for a vanilla Linux system. To ob- KOffice — The KDE word processor and spredd-
tain accurate measurements, we rebooted the system he- sheet programs

tween measurements. Additionally, the system call micro-

benchmarks directly used the TSC register available Pen- Table 3: Application Scenarios for Migration

tium CPUs to record timestamps at the significant measure; Case | Checkpoint | Restart | Size | Compressed
ment events. Each timestamp’s average cost was 58 ns. TheE-mail 0.079s 0.049s | 848KB 124KB
files for the benchmarks were stored on the NFS Server. Alll _Web 0.308s 0.508s | 5.3MB 332KB

of these benchmarks were performed in a chrooted envi{_KDE 0.851s | 0.942s | 35MB 8.8MB
ronment on the NFS client machine running Debian Unsta-

ble with a Linux 2.4.18 kernel. Figure 2 shows the results Table 4: Pea-Pod Migration Costs

of running the benchmarks under both configurations, with
the vanilla Linux configuration normalized to one. Since versus vanilla Linux.
all benchmarks measure the time to run the benchmark, a To measure the cost of Pea-Pod migration and demon-
small number is better for all benchmarks results. strate the ability of Pea-Pods to migrate real applica-
The results in Figure 2 show that Pea-Pod virtualizatiortions, we migrated the three application scenarios dis-
overhead is small. Pea-Pods incur less than 10% overhe&tissed in Section 5, an email delivery service using
for most of the micro-benchmarks and less than 4% overSendmail/Procmail, a web content delivery service using
head for the application workloads. The overhead for theApache/MySQL, and a KDE desktop computing environ-
simple system caljetpid benchmark is only 7% com- ment with an isolated web browser. Table 3 described the
pared to vanilla Linux, reflecting the fact that Pea-Pod vir-configurations of the application scenarios we migrated.
tualization for these kinds of system calls only requires anfo demonstrate our Pea-Pod prototype’s ability to migrate
extra procedure call and a hash table lookup. The mosacross Linux kernels with different minor versions, we
expensive benchmarks for Pea-Podseémget+semctl checkpointed each application workload on the 2.4.5 kernel
which took 51% longer than vanilla Linux. The cost re- client machine and restart it on the 2.4.18 kernel machine.
flects the fact that our untuned Pea-Pod prototype needs foor these experiments, the workloads were checkpointed to
allocate memory and do a number of namespace transl@nd restarted from local disk.
tions. Theioctl benchmark also has high overhead, be- Table 4 shows the time it took to checkpoint and restart
cause of the 12 separate assignments it does to protect thach application workload. In addition to these, migration
call against malicious root processes. This is large comtime also has to take into account network transfer time. As
pared to the simple FIONREAIDctl  that just performs  this is dependent on the transport medium, we include the
a simple dereference. However, since ibetl is sim-  uncompressed and compressed checkpoint image sizes. In
ple, we see that it only adds 200 ns of overhead over angll cases, checkpoint and restart times were fast, taking less
ioctl . For real applications, the most overhead was onlythan a second for both operations, even when performed
four percent which was for the Apache workload, whereon separate machines or across a reboot. We also show
we used théattp _load benchmark [30] to place a paral- that the actual checkpoint images that were saved were
lel fetch load on the server with 30 clients fetching at themodest in size for complex workloads. For example, the
same time. Similarly, we tested MySQL as part of a web-KDE pod had over 30 different processes running, provid-
commerce scenario outlined by TPC-W with a bookstoreing the desktop applications applications, as well as sub-
servlet running on top of Tomcat with a MySQL back-end. stantial underlying window system infrastructure, includ-
The Pea-Pod overhead for this scenario was less than 2%g inter-application sharing, a rich desktop interface man-
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aged by a window manager with a number of applicationsnamespace are unavailable. Pods offer simplicity, such that
running in a panel such as the clock. Even with all theseeven a novice administrator can determine what's available
applications running, they checkpoint to a very reasonabléo both well behaved and malicious code. Peas provide the
35 MB uncompressed for a full desktop environment. Ad-ability to provide simple increases in security, while also
ditionally, if one needed to transfer the checkpoint imagesscaling up in complexity as required.

over a slow ”nk, Table 4 how they can be Compressed very Janus [43, 17] and Systrace [31] are rule-based Systems
well with the bzip2 compression program. used for determining access controls. They implement sys-
tem call interposition to control at an individual system calll

level what kernel functionality a process can use. Systrace
provides graphical tools that help build rules on the fly.

However, policy creation for Janus and Systrace requires
a fine understanding of system calls. This provides great

LaPadula [8] as well as Biba [9] formulated models thatﬂex'b”'ty’. but it makes_them _h_ard to configure, as V\./e"
) ; . o . “making final configurations difficult to understand. Like
formalize the concepts of ensuring confidentiality and in-
. X . . ea-Pods, Janus and Systrace operate at the system call
tegrity constraints between programs running at differen ;
SRa : ; evel. Unlike Pea-Pods, Janus and Systrace are also con-
classification levels. The work was incorporated into Mul-

tics’ Multilevel Security Model [22] and the later Orange zg:tr:r(rjw ?r:tttah?aisgnsulndtlj\:ltdfltj)?lszisutreen:sc(:)?gtilgxevlv.itthi:ith:aar-
Book specification [14]. This work on information flow Y 9 PP 9

[24] is orthogonal to Pea-Pods, which focuses on containyon capabilities.

ing untrusted applications. FreeBSD’s Jail mode [21] implements a simpler to un-

Language-based tools have been used to try to harddifrstand sandbox. It provides a chroot like envirpnmen§
the applications against buffer overflow attacks. Exampled@t processes can not break out of. However, since Jail
of this include the StackGuard compiler [13] and the Lib- S limited in what it can do, such as the fact it doesn't al-
Safe [6] interposition library. Similarly, others have strived /oW IPC within a jail[16] many real world application will
to encourage the use of safer languages and language fé22t WOrk. Pea-Pods, on the other hand, do not place any
tures, such as the type safety of ADA and Java. Whilgestrictions on t.he types of applications that can run in its
LibSafe can work with unmodified dynamically linked ap- Sandboxed environment.
plications, the majority of these solutions require applica- SubDomain [12] creates a sandboxed view of the under-
tions to be rewritten or recompiled. Pea-Pods complimentying file system for applications to run in. Like the pea-
these approaches by providing isolation of legacy applicaaware file system, it attempts to allow a system administra-
tions without modification. tor to limit a processes'’ file system view to the minimum set

Privilege separation [32, 4] is a programming model thatheeded by that application. However, since SubDomain’s
can be used to help prevent malicious code from executsandbox doesn't encapsulate processes, processes running
ing in a privileged context. By separating each task of a@s root can take advantage of system calls susigasi|
system into a small process, one can create mu|t|p|e simio affect Change on processes outside their sandbox. While
ple programs that work together to perform a complex taskhe Pea-Pods file system model is similar to SubDomain,
and are easier to verify for correctness. Since the systerf is conceptually different. While SubDomain operates at
is split into multiple processes, each process can be givethe system call level, the pea file system is a full-fledged
a restricted set of privileges based on what it needs to ddile system. For example, when a file is opened, SubDo-
OpenSSH and Qmail are two program examples that implemain must resolve it if it is a symbolic link. Pea-Pods, on
ment priv“ege Separation_ The Pea-Pod sandbox providége other hand, jUSt uses the permission associated with the
a form of privilege separation for legacy processes withoufile at the end of the link as a regular file system does. Sim-
requiring a redesign of the application service. iIarIy, since Pea-Pods includes a full fledged file system, it

NSAs Security Enhanced Linux [26], which is based integrates fully with the regular kernel security infrastruc-
upon the Flask Architecture [40], implements a policy lan-ture and provides much better performance.
guage that one can use to implement models that enable Virtual machine monitors (VMMs) can also be used to
one to enforce privilege separation. The policy language iprovide a secure sandbox environment [42, 44, 7]. VMMs
very flexible, but this also makes them very complex. Theircan also be used to migrate an entire operating system envi-
example security policy is over 80 pages long. There is reronment [38]. Pea-Pods can compliment the functionality
search into creating tools to make policy analysis tractablef VMMs. Unlike Pea-Pods, VMMs decouple processes
[2], but the fact that the language is so complex makes ifrom the underlying machine hardware, but tie them to an
difficult for the average end user to construct an appropriinstance of an operating system. As a result, VMMs can-
ate policy. Peas, like NSA SE Linux, operate on a resourc@&ot migrate processes apart from that operating system in-
level where every resource is tagged, while Pod’s operatstance and cannot continue running those processes if the
like a virtual machine where resources not allocated to th@perating system instance ever goes down, such as during

7 Related Work

Historically, the military has been concerned with confi-
dentiality and controlling the flow of information. Bell and
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security upgrades. In contrast, Pea-Pods decouple proce8s Conclusions

execution from the underlying operating system which al-

lows it to migrate processes to another system when an opFhe Pea-Pod system provides an operating system virtu-
erating system instance is upgraded. Similarly, VMMs justalization layer that decouples process execution from the
provide a single operating system namespace and lack thenderlying operating system. The virtualization layer sup-
ability to isolate components within an operating system. Ifports two key abstractions for encapsulating processes,
a single process in a VMM is exploitable, malicious codepeas and pods. Pods provide lightweight sandboxes that
can make use of it to access and make use of the entire setofirror the underlying operating system environment, and
operating system resources. Since Pea-Pod’s decouple prieeas provide fine-grain least privilege environments within
cesses from the underlying operating system and it's resultpods. Together, peas and pods can isolate untrusted appli-
ing namespace, they are natively able to limit the separateations within sandboxes, preventing them from being used
processes of a larger system to the appropriate resourcs attack the underlying host system or other applications
needed by them. even if they are compromised. The Pea-Pod sandboxes can

Many systems have been proposed to support procesbSe transparently migrated across machines running differ-

. . ) . . nt rating system kernel versions. This enables securit
migration, but not in the context of supporting apphca—e operating syste ersions s enables security

. S . atches to be applied to operating systems in a timely man-
tion availability in the presence of operating system patche%er with minimal impact on the availability of sandboxed

and upgrades. Several such research operating systems . .. . . . )
. ; application services. Pea-Pod secure isolation and migra-
[34, 27, 3, 36, 15, 5, 11] rely on a single system image,. . L : : .
. LTS ; o tion functionality is achieved without any changes to appli-
across all machines for process migration, in addition to__.. . .
" . cations or operating system kernels. We have implemented

the ability to forward many operations to the home node, : .

. o : Pea-Pods in a Linux prototype and demonstrated how peas
They do not provide migration across independent com- . :
g . . . and pods can be used to improve computer security and
modity operating systems. Several user-space migration _." " . o X
zlapphcatmn availability for a range of applications, includ-

systems have been designed to run on commodity operatin g e-mail delivery, web servers and databases, and desktop

7 I
systems [25, 33, 293 10]. _The_s_e systems are primarily de omputing. Our results show that Pea-Pods can provide
signed for long running scientific computations and cannot_ _ . : .

. easily configurable, secure migratable sandboxes that can
support processes that use many standard operating system

services, such as IPC. TUI [39] provides support for pro_run a wide range of desktop and server Linux applications

o ; . ) - in least privilege environments with low overhead.
cess migration across machines running different operating

systems and hardware architectures. Unlike Pea-Pods, TUI

has to compile applications on each platform using a speReferences
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